OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Canencrsennoro komurtera Poccuiickoi Mejiepanm
no MypmaHckoi obracTu

Kak He cTaTh KepTBOH KHOepIpecTyIIeHHH

JlocTuxkeHus HAyKd M TEXHUKHU, CO3[JaHHe BCEMUPHOM ceTu MHTepHEeT MO3BOJIMIM MPECTYMHOCTU
BHIITH HA HOBBIY YPOBEHb U 3aXBATUTh KUOEPIPOCTPAHCTRO.

Tenepp NPeCTyNHUKY HE HYKEH MPSMOM KOHTAKT C KEPTBOU, OH MOKET CTaTh YTPO30M /11 KaXJI0r0o
MOJIb30BATENS «TJI00ATBHON MAYTUHbBD», KPYITHBIX KOPIOPALIUIA U LEJIbIX TOCYJaPCTB.

[IpectynHOCT B BUPTYaJbHOM IPOCTPAHCTBE — SBJIEHHWE OTHOCUTEJIbHO HOBOE, HO YacTb
MPECTYIUIEHUH, COBEpIIaeMbiX B cdepe BbICOKUX TEXHOJOTUH, - 3TO 3HAKOMbIE KpaxH,
MOILIEHHUYECTBA, BBIMOTI'ATEIbCTBO.

KubeprnpecTynmHOCTb — HE3aKOHHbIE AEHCTBH S, KOTOPBIE OCYIIECTBIISAIOTCS JIIOABMHU, MCHIOJIB3YIOIIMU
MH(pOPMALIMOHHBIE ~ TEXHOJIOTMM U1l mpecTynHblx  nened. Cpeau  OCHOBHBIX — BUJAOB
KUOEPITPECTYMTHOCTH BBIJIEJISIOT PACIIPOCTPAaHEHHE BPEIOHOCHBIX IIPOTPaMM, B3JIOM MapoJieid, Kpaxy
HOMEPOB KPEOUTHBIX KapT W JpPYrux OaHKOBCKMX pEKBHU3MTOB, a TaKKe paclpoCTpaHeHHe
IIPOTUBOIPABHON MH(OPMALIMM C UCHIOIb30BaHUEM ceTy MHTepHer.

[TpaBuia, KoTopble TOMOTYT Bam He cTaTh KepTBON KHOEPIPeCTyIJICHUI:

- Xpanurte HoMmep Kaptouku u [IMH—-konbl B TaiiHe;

- He UCIIOJIb3YITE OJUMH NapoJib 17151 BCEX UHTEPHET-PECYPCOB;

- K CBOEWl OCHOBHOM Kapre B Bamiem OaHKe BBITyCTUTE IOIOJHUTEIBbHYIO, KOTOpOW Oynere
pacriauyuBaThCs B MHTEpHETe. Tyaa JIerko MOKHO Oy/ieT epeBOIUTh HEOOIbIIINe CyMMBI JICHET, U B

ClIy4a€ KOMITpOMETallu JAHHBIX JOCTATOYHO IIPOCTO 3a6JIOKI/Ip0BaTI> (VN

- PeryJsipHO IPOBEPSITE COCTOSIHME CBOMX OAHKOBCKMX CYETOB, YTOOBI yOEOUTHCS B OTCYTCTBHHU
«JIMIIHUX>» U CTPaHHBIX OMEpaLyii;

- IOCTaBbTE JJMMUT HA CyMMY CIIMCAHUI WM MEPEeBO/a B JIMUHOM KabuHeTe OaHKa;
- He TIepeyuuCIsIiTe AEHbIM Ha JIEKTPOHHBIE KOIIETIbKH U CUeTa MOOMIbHBIX TeJIe(hOHOB MPH OrIaTe

MOKYIIOK, €C/u Bel He yOemwimch B OJaroHaJeKHOCTH JIMIA/OpPraHU3alvid, KOTOPHIM
npeHa3HavalTcs Baiu cpeacTsa;
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- HC IEPCBOAUTE NCHCKHBIC CPECACTBA HA CYETA HE3HAKOMBIX JIMIL;

- He Tiepe3BaHMBalTe W He HampaBisiite oTBeTHble SMS, ecim Bam moctymuio cooOmeHue o
OJIOKMpOBaHUM OAaHKOBCKOM KapThl. CBsKUTECh ¢ OaHKOM, 0OCITy)KMBaOIIUM Bamry kapry;

- Oy/sibTe OCMOTpPUTEbHBI B OTHOIICHUW IHCEM C BJIOKEHHBIMU KapTUHKAMM, TIOCKOJIbKY (Daiibl
MOTYT cofiepkaTh BUPYChl. OTKpbIBaiiTe BJIOKEHUS TOJLKO OT W3BECTHhIX Bam ormpaButeneit. U

BCErja HpOBCprITC BJIOKCHHUA HA HAJIMYUEC BUPYCOB, €CJIIN 9TO BO3MOIKHO;

- HE IIepexoauTe HCO6HYMEIHHO I10 CChIIKaM, COACPKAIINUMCA B CIIaM-PAaCChIJIKAX. yILOCTOBepLTCCB B
MPaBUJIBHOCTU CCBUIKH, IIPEKAC YEM IICPEXOIUTD 1O Heu u3 9JICKTPOHHOTI'O IMMCbMa,

- He 3aMOJHSIITE MOJTyYeHHBIE 110 JIEKTPOHHOM 1MouTe (DOPMBI U aHKETHI. JINUHbIE JaHHBIE 6€30MacHO
BBOJIUTH TOJIbKO HA 3aIIUILEHHbIX CaNUTaX;

- HACTOPOXHUTECh, eciu OT Bac TpeOylOT HeMeIIeHHbIX M[EeWCTBUH WM TPEICTaBISIeTCs
Ype3BbIYAHAS CUTYAIUsA. DTO TOXKE MOKET ObITh MOIIEHHUYeCcTBOM. [IpecTynmHuKY BhI3bIBAIOT Y Bac
OIIyIllEeHHEe TPEBOTH, YTOOBI 3aCTaBUTh Bac JieficTBOBaTh OBICTPO U HEOCMOTPUTEITHHO;

- HE pa3MellanTe B OTKPHITOM JIOCTYIIE U HE MepegaBanTe MH(POPMALIMIO JIMYHOTO XapaKTepa.
Ocoboe BHMMaHUE clielyeT YAeIUTh Borpocam Oe30MacHOCTH JIeTeld, KOTOpble MOTYT CTaTh KepPTBOM
MPECTYIUIEHUH, COBEPIIAEMBIX C HCIOJH30BAHUEM KOMIIBIOTEPHBIX TEXHOJOrMil U cetu VIHTepHeT.
ITO MOXKET ObITh KaK OaHAIbHOE BHIMOTATENIbCTBO, TAK M COBEPIIEHUE MPECTYIUIEHUI CEeKCYaIbHOrO
XapakTepa, CKJIOHEHUE K CYMIUAAILHOMY ITOBEICHUIO.

[TpaBuia 6e30macHOCTH, KOTOPBIE TOJIKHBI 3HATh Bbl 1 Barmm netu:

- IPUYYUTE I€TeW NMOCEIIaTh TOJIBKO T€ CAlThl, KOTOpble Bbl pa3zpernnu;

- MPUMHTE BCE MephI, UYTOOB peOEHOK Mepe]l PaclpOoCTPAaHEHHWEM CBOEH JUYHOW WHMOpMALU
coBeToBaics ¢ Bamu u npenynpexaan Bac 06 atom;

- 3alIpETUTE CKAYUBATb YTO-I100 B CETH I/IHTepHCT 6e3 Barero Pa3pCUICHUA;

- IOMOTUTE JETAM 3alUTUTBLCSA OT cllama (MacCOBOM PACCBUIKM KOMMEPUYECKOU U MIHOM PEKJIaMbl WA
MOJOOHBIX KOMMEPUYECKUX BUOB COOOIEHUH JIUIaM, HE BHIPAKABIIUM KEeJIAHUs UX TOJTyYaTh);

- OecenyiiTe ¢ AETHMU O TOM, YTO HOBOTO OHHM y3HAJIM U3 UHTEPHET-PECYpPCOB, MOSBUIIUCDH JI Y HUX
HOBBIE JIPY3bs1 B COLIMAIBHBIX CETSX, KAKME TEMbl OHU 0OCYKAAIOT;

- Y6CI[I/ITCCL B TOM, 4YTO pC6CHOK COBETYETCA C Bamu rnepen BCTpeqeﬁ C JIMIIOM, C KOTOPBIM OH
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MO3HAaKOMWICS B cetu VHTepHer, mepea MOKYNKOW WIM TpOJaXel Kakux-ImOo Bemed ¢
UCIIOJIb30BaHUEM «TJIOOAJTbHOU Ay TUHBI»;

- 00cyauTe ¢ peOEHKOM BO3MOJKHBIE PHCKH IPU YYACTHH B a3apPTHBIX UTPax;

- IOCTOSIHHO HaIllOMHUHAITe HECOBEPLIEHHOJIETHEMY O HEIraTUBHBIX MOCJEICTBUAX, K KOTOPBIM MOKET
IIPUBECTH paslilallieHUe ero JIMYHON UH(popmaluu;

- KOHTPOJIMPYHTE, KAKMMHU YaTaMU U CalTaMu MoJib3yeTcst pedeHoK. C 3TOH 1esbl0 YCTAaHOBUTE Ha
KOMITBIOTEPHBIX YCTPOICTBAX MPOrpamMmy, OJIOKHPYIOILYIO MOCEIIeHHe peOEHKOM «OIAaCHBIX» CAalTOB;
YCTaHOBUTE HA CBOMX MOOWJIbHBIX YCTPOMCTBAaX MPHJIOKEHUS, MPeyCMaTPUBAIOIINE YBEIOMIICHUS
poauTeNel O NOCEEHNH (WJIU MOTBITKE MOCEIEHNs) PEOEHKOM «OIaCHOr0» CaiiTa;

- oOpamaiiTe BHAMaHME Ha W3MEHEHHE IIOBEIEHHs TMOJPOCTKAa (YTHETEHHOE HACTPOEeHHeE,
HOBBIILIEHHAs] TPEBOKHOCTD, HEXKEJIaHue AeIuThes ¢ Bamu nHdopmarmeil o Tom, ¢ Kem oH oO1aercs,
Kakye y Hero M ero Apy3eil oOIIue MHTEPEeChl), YTO MOXKET SIBJIAThCS MPHU3HAKOM COBEPIICHHUS
MIPOTUBOIIPABHBIX JAESHUI B OTHOLLEHWM HECOBEPIIEHHOJIETHEr0, B TOM YMCJIE C MCIOJb30BaHUEM
cetu MlHTEpHET;

- OOBSICHUTE JETsAM, YTO MPU MOCTYIUICHUM OCKOPOJIEHHI, HE3aKOHHBIX TPeOOBaHWI M yrpo3 B UX
ajipec, UM HEOoOXOAUMO Cpa3y Ke COOOLUTh 00 STOM B3POCJBIM, TOCKOJIBKY OHHM BCErja HauIyT

MOJ/IEPKKY U 3a1uTy B Barem suiie.

[TomHMTE, YTO HOBEpPHUTENbHBIE OTHOLIEHHS C PEOCHKOM B OOJBIIMHCTBE CJIy4yaeB ITOMOTYT
MPEeJOTBPATUTh COBEPIICHUE B OTHOIIEHUH HETO MPECTYIUIEHU!, B TOM uuciie B cetu MHtepHer!

Aodpec cmpanuypi: https://murmansk.sledcom.ru/Pamyatki/item/1574321
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