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Kak He cTaTh KepTBOH KHOepIpecTyIIeHHH

JlocTkeHus1 HaAyKW M TEXHUKHU, CO3JaHHWE BCEMUPHOM ceTH VIHTepHEeT MO3BOJIMIM IPECTYHOCTU
BBITU Ha HOBBIA YPOBEHb U 3aXBATHTh KUOEPITPOCTPAHCTBO.

Tenepp NpecTynHUKY He HyKEH MPSIMON KOHTAKT C KEPTBOM, OH MOKET CTaTh YTPO30H /151 KaXkI0r0o
MOJIb30BATENS «TJI00ATBHOW MAYTHHBI», KPYITHBIX KOPHOPAIIUI U LIEJIbIX TOCYIapCTB.

IIpecTtynHOCTP B BUPTY&JIBHOM IIPOCTPAHCTBE — $IBJICHHE OTHOCUTEJIBHO HOBOE, HO YacCTb
IIPECTYIVIEHUH, COBEpIIAaeMbIX B c¢epe BBICOKMX TEXHOJIOTUH, - 3TO 3HAKOMbIE KpaXH,
MOILIEHHUYECTBA, BHIMOI'aTeJIbCTBO.

KubeprnpecTynHOCTh — HE3aKOHHBIE AEHCTBUS1, KOTOPBIE OCYIIECTBIISIOTCS JIOIbMHU, UCTIONIB3YIOIUMU
MH(pOPMALIMOHHBIE  TEXHOJIOTMM  JUlsl  HpecTynHbiX — Lened. Cpeau  OCHOBHBIX — BHJOB
KHUOEpIIPECTYTHOCTH BBIIEJISIOT PACIIPOCTPaHEHHUE BPEIOHOCHBIX IIPOrPaMM, B3JIOM MapoJield, Kpaxy
HOMEpPOB KPEIWTHBIX KapT M APYTMX OaHKOBCKMX PEKBH3HWTOB, a TAKKE PaCHpOCTpaHEHHUE
IIPOTUBOIIPABHOM UH(OpMAaILMY C UCTIOIb30BAHKEM ceTu VIHTEpHET.
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[TpaBuia, KoTopble TOMOTrYT Bam He cTaTh KepTBON KMOEPIPeCTyIJIeHUI:

- xpanute HoMmep Kaptouku u [TMH-koap! B TaiiHe;

- HE UCTIOJIb3YWTE OJUH NapoJib IJIs1 BCEX UHTEPHET-PECYPCOB;

- K CBOEWl OCHOBHOM Kapre B Bamem OaHKe BBITYCTUTE [OIOJHUTEIbHYIO, KOTOpOWl Oynere
pacriaynBaThCs B MHTEpHeTe. Tyza JIerko MOXHO OyJeT MepeBOUTh HEOOIbIIINE CYMMBI JIEHET, 1 B

cllydyae KOMIIPOMETAIIMK JaHHBIX JIOCTATOYHO MPOCTO 3a0JIOKUPOBATH €e;

- PEryJsipHO MPOBEPSIUTE COCTOSIHAE CBOMX OAHKOBCKUX CUETOB, UYTOOBI yOEIUTHCS B OTCYTCTBUU
«JIMIIHUX» U CTPAHHBIX OTepalui;

- IOCTaBbTE JIMMHUT HA CyMMY CIMCaHUI WM NIEPEeBO/Ia B JIMYHOM KaOMHeTe OaHKa;

- He TMIepeyuucsIsiTe AEHbIM Ha SJIEKTPOHHBIE KOLIEJIbKH U CUeTa MOOWJIbHBIX TeJIe(hOHOB MPH OIIaTe
MIOKYIOK, €CJIH Ber He yOemunuch B OMaroHageXKHOCTH JIMIA/OpPraHU3AlUM, KOTOPHIM
IpeaHa3HavaloTca Bamu cpeacrsa;

- HE IEPpEBOAUTE ANCHCIKHBIC CPEACTBA HA CUYETA HE3BHAKOMBIX JIMIL;

- He Tiepe3BaHMBaliTe W He HampaBisidte oTBeTHble SMS, ecm Bam moctymwio cooOimieHue o
OJOKMpOBaHUU OAHKOBCKOM KapThl. CBSKUTECh ¢ OaHKOM, OOCTYKUBAOIIUM Baiiy kapry;

- 6ylle€ OCMOTPHUTECJIbHBI B OTHOIICHUHW IMUCEM C BJIOKCHHBIMHW KapTUHKAMMH, IMOCKOJIbKY Cpaﬁﬂbl
MOT'yT COACPpKATb BUPYCHI. OTKpLIBafITe BJIOXKEHHUSI TOJbKO OT M3BECTHBIX Bam OTHpaBHTCHCﬁ. "
BCEraga HpOBepﬂf/iTe BJIO)KCHHA HAa HAJIMYUE BUPYCOB, €CJIK 9TO BO3MOKHO;

- HE IICPpEXOJUTEC H606ILYMaHHO IO CChIIKaM, COACPKAIIUMCA B CIIaM-pPacCCblJIKaX. YIIOCTOBeprCCI) B
MMPpaBUJIIbHOCTU CCbUIKH, IIPEKAC YEM IIEPEXOIUTD IO Hel u3 QJICKTPOHHOTI'O ITUCbMa;

- He 3aIIoJIHSANTE INOJIYYCHHBIC 1O SHCKTPOHHOfI moyre (pOprI U aHKeThl. JINUHbIe JaHHbIE 0e30MacHo
BBOJUTH TOJIBKO Ha 3allIMIIIEHHBIX caﬁTax;

- HACTOPOXHUTECh, eciu OT Bac TpeOylOT HeMemJIeHHBIX JEeHCTBUU WM TPeJCTaBIIseTCs
Yype3BblUAHAS CUTYalUs. DTO TOXKE MOKET ObITh MOIIeHHnYecTBOM. [IpecTynHuky Bbi3bIBaloOT y Bac
OIIyIIIEHHEe TPEBOTH, YTOOBI 3aCTaBUTh Bac 1eficTBOBAaTh OBICTPO U HEOCMOTPUTEITHHO;

- He pa3MelllaiiTe B OTKPHITOM JIOCTYIIE U He nepeaBaiTe nH(GOPMAIIUIO JITYHOTO XapakTepa.

Oco0oe BHUMaHKe cJeAyeT yIeIUTh BOoIIpocaM 0e30MacHOCTH JIeTeil, KOTOpble MOTYT CTaThb KePTBOM
NPECTYIJIEHU, COBEpIIAEMbIX C MCHOJb30BAaHUEM KOMIBIOTEPHBIX TEXHOJIOTMil U ceth MHTepHer.
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T0 MOXeT ObITh KaK OaHaJbHOE BHIMOTATEILCTBO, TAK U COBEPINEHUE MPECTYIJICHUI CEKCYaTbHOTO
XapakTepa, CKJIOHEHHE K CYUIMIaIbHOMY TTOBE/ICHUIO.

HpaBI/IJ'Ia 6C3OHaCHOCTI/I, KOTOPBIC NOJIZKHbI 3HATb Bui 1 Baim getu:
- IpUy4InTE HeTeﬁ nocemarb TOJIbKO TE CaﬁTbI, KOTOpbIC Bui pa3peuIniin;

- MpUMHTE BCE Mephbl, UYTOObI peOEHOK Mepe]l PacHpOCTPaHEHUWEM CBOEH JIMYHOU WHbOpMaluu
coBeToBaJIcs ¢ Bamu u npenynpeskaan Bac 06 atowm;

- 3arpeTuTe CKauuBaTh 4To-11M00 B cetn MHTepHeT 6e3 Bammero paspemenus;

- IOMOTUTE JETSIM 3allMTUTBCS OT cllama (MacCOBOW PACChUIKM KOMMEPUYECKOU M MHOW PEeKJIaMbl WU
NOI0OHBIX KOMMEPYECKUX BUAOB COOOIIEHHUIT JIUI[aM, He BRIPAKABIINM KEJIAHUs X MOJTy4aTh);

- 6CCCHYﬁTC C ACTbMU O TOM, YTO HOBOI'O OHH Y3HAJIM U3 UHTCPHET-PECYPCOB, MOABUIIUCH JIU Y HUX
HOBBIC JPY3bs B COONHUAIIbHBIX CETAX, KAKUEC TEMbI OHU O6cy)KIlaIOT;

- yOenurech B TOM, 4TO peOEHOK coBeTyeTcsi ¢ Bamu mepen BcTpeueil ¢ JIMIIOM, C KOTOPbIM OH
MO3HAaKOMWICS B cetu VHTepHer, mepea TMOKYNKOW WIM TpPOJaXed Kakux-JIMOo Bemed ¢
UCITOJIb30BaHUEM «TJI0OAJIbHOM Ay TUHBI»;

- 00cyuTe ¢ peOEHKOM BO3MOKHBIE PUCKH TPH YYACTUH B a3aPTHBIX UIPax;

- IOCTOSTHHO HAallOMUHAITe HECOBEPIIEHHOJIETHEMY O HETATUBHBIX MOCJIEICTBUSIX, K KOTOPBIM MOXET
NIPUBECTH pasrJiallleHue ero JMYHON UH(MOpMaLH;

- KOHTPOJIMPYHTE, KAKMMU YaTaMu U caliTaMu NoJib3yeTcss peOeHoK. C 3TOH Lesiblo yCTaHOBUTE Ha
KOMIIBIOTEPHBIX YCTPOMCTBAX MPOrpamMmmy, OJIOKHAPYIOIILYIO TIOCEIIeHNe PeOEHKOM «OMaCHbIX» CAlTOB;
YCTaHOBUTE Ha CBOMX MOOWJIbHBIX YCTPOMCTBAaX NMPHUJIOKEHHS, IPeJyCMaTpUBAIOIIUe YBeJOMIIEHUSA
poauTeNiel 0 OCEIEHUH (WU MOTIBITKE MOCEIIeHNsT) PeOEHKOM «OIMacHOTO» CalTa;

- oOpamaiiTe BHMMaHHWE Ha W3MEHEHHE IIOBEAEHUs IOJPOCTKA (YrHETEHHOE HACTPOEHUeE,
MIOBBIILICHHAS] TPEBOKHOCTD, HEXKENIaHUe AeIUThCs ¢ Bamu nHpopmareit o Tom, ¢ Kem OH oOImaercs,
KaKhe y Hero M ero jpysell oOIIue MHTEpPEChl), YTO MOXET SIBJIATHCS MPU3HAKOM COBEPIICHUS
IIPOTUBOIIPABHBIX JAESHUM B OTHOLUEHWU HECOBEPIIEHHOJIETHETO, B TOM YHCIIE C MCIOJb30BAHUEM
cetu MHTEpHeT;

- OOBSICHUTE JETSIM, YTO MPH MOCTYIUIEHUH OCKOPOJICHUH, HE3aKOHHBIX TPEOOBAHUI M yrpo3 B UX
aJipec, MM HEOOXOIMMO Cpa3y K€ COOOIIMTh 00 3TOM B3POCJbIM, MOCKOJbKY OHHM BCEra HaugyT
MOAJEPKKY U 3aliuTy B Bamewm smne.
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[ToMHUTE, YTO TOBEPUTENILHBIE OTHOIIEHHS C PeOEHKOM B OOJIBIIIMHCTBE CITy4aeB MOMOTYT
NPeAOTBPaTUTh COBEPLIEHUE B OTHOIIEHUH HEroO MPeCcTYIUIEeHUH, B TOM 4uciie B cetu HTepHer!

28 Mas 2021

Aodpec cmpanuypr: https://murmansk.sledcom.ru/news/item/1574668
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